How to manually connect to Wi-Fi

on Windows 10

1. Right click the Wireless Network Connection icon on the Taskbar.
2. Click Open Network and Sharing Center.

3. Click Set up a new connection or
network
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4. Click Manually connects to a wireless network, then
click next.

'@ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a breadband or dial-up connection to the Internet.

|| Set up a new network
<agy-, Set up a new router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Mext

| | Cancel

5. Under Information for the wireless network you want to add
a) Enter LC-Secure into the Network name field.

b) Select WPA2--Enterprise in the Security type dropdown menu.
c) Select AES in the Encryption type dropdown menu.

d) Check to select Start this connection automatically.

e) Click Next.




¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | LC-Secure |

ecurity type: WPA2-Enterprise ~

Encryption type: AES

Security Key: Hide characters

Start this connection autoratically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your cormnputer's privacy might be at risk,

Cancel




6. Click Change connection settings.

@ Manually connect to a wireless network

Successfully added LC-Secure

— Change connection settings

Open the connection properties so that | can change the settings.




7. The Connection tab should look like this:

LC-5Secure Wireless Metwork Properties

Connection  Security

Marme: LC-Secure
5510 LC-Secure
Metwork type: Access point

Metwork availability:  All users

Connect automatically when this network is in range
[ ]Look for ather wireless netwarks while connected to this network
[ ] Connect even if the network is not broadcasting its name (S5ID)

Cancel

8. Click on the Security tab, then Settings.



LC-5ecure Wireless Metwork Properties ot
Cunnecﬁun

Security type: WPA2-Enterprise e

Encryplion type: AFS w

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) 1@
Remember my credentials for this connectiofmeseh

time I'm logged on

Advanced settings

Cancel

9. Uncheck Verify the server’s identity by validating the certificate, then click
the Configure button.



Protected EAP Properties *

When connecting;

@uer's identity by ualidaﬁng@

Connect to these servers (examples:srv 1;srv 2y, *\.srv 3\, com):

Trusted Roob Certification Autharities

M| 2ddTrust External CA Root A

[] affirmTrust Commercial

[] Baltimare CyberTrust Root

[] certum ca

[] certum Trusted Network CA

[] class 3 Public Primary Certification Authority

[] coMoDo RSA Certification Authority W

< >

Motifications before connecting:

Tell user if the server name or root certificate isn't spedfied

Select Authentication Method:

Secured password (EAP-MSCHAP v2) w
Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

Cancel

10. Make sure the Automatically use my Windows logon name and password (and
domain if any) checkbox is unchecked. Finally click OK.

EAP MSCHAPw2 Properties >

When connecting:

] Automatically use my Windows logon name and
password (and domain if amy).

Cancel

11. Click OK to close Protected EAP Properties.



12. In the Security tab, click on Advanced Settings.

LC-5Secure Wireless Metwork Properties >

Connection Security

Security type: WPA2-Enterprise hd

Encryplion type: AES ot

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Advanced settings

QK Cancel

13. Check Specify Authentication mode and choose User Authentication. Click OK.



Advanced settings ot

302, 1¥ setlings

Spedfy authentication mode:

Iser authentication Save credentials

Delete credentials for all usecs

[]Enable single sign on for thiz network

Perform immediately before user logon
Perform immediately after user logon

Mairmurm delay (seconds): 10 =

Allow additional dizlogs to be displayed during single
sign on

This netwark uses separate virtual LANS for machine
and user authentication

Cancel

14. Click OK to close LC-Secure Wireless Network properties.
15. Click Close to complete the setup.

A network dialog box will appear. If not, find the WiFi called LC-Secure. Enter your
username and password (same as your email account). And then click OK. The
username should be “lincdom\your_username”(lincdom\tsmith for example)



Sign in
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You should now be connected to the LC-Secure network!
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